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Abstract— In today’s technologically advanced world, 
the validity and reliability of biometric data are crucial 
for information exchange through erroneous networks 
as well as for the storage and management of massive 
data sets.To achieve previously mentioned, a watermark 
containing subtleties of proprietorship can be implanted 
in the biometric picture. Further, it is expected that the 
changed information can be turned around back to unique 
information with no data misfortune, once the subtleties 
have been retrieved. This study offers a fully reversible 
data watermarking methodology to prevent data gaps 
and address concerns with biometric verification and 
trustworthiness. The proposed method extracts the bare 
minimum of highlights using the discrete cosine transform 
(DCT). A reliable key is created in light of the first image’s 
highlights and watermark. This key should be able to 
remove the watermark from the edited image. 

Keywords—DCT; Reversible watermakarking; Blind; 
Biometric image

I. InTRoDuCTIon 
A reversible watermarking scheme is a process whereby an 
original document may be marked with a message that can be 
easily removed. On the other hand, the process of removing this 
message may leave behind an unwanted mark or change in the 
content of the document. Some reversible watermark schemes 
suggest that it is possible to remove any mark without causing 
the loss of any text or other information contained within. 
By using reversible watermarking, it is possible to track the 
origin of a document and use the information so gathered for 
authentication purposes. Reversible watermarking can be 
used for authentication, content monitoring, management, 
and data storage.

The most common reversible watermarking schemes are 
shown in Figure 1. Additional types of reversible watermarks 
are shown in Figur 3. The schemes differ in how the marks 
themselves change or remain unchanged from the original 
mark (for example, from white to black). In reversible 
schemes, the message is contained within the original 
document and does not need to be separately stored.
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The concept of reversible watermarking has been around for 
many years, with some companies claiming that they have 
been providing this service since the late 1980s. The first 
paper on this subject was presented by Petros Kokotas in 
1991. Very few papers and patents have appeared since then.

There are several reasons why they may be not more popular:
Adding a watermark to an image can be achieved using various 
techniques. For example, one might use a noise function that 
is added to the image. This can be either an independent 
random process or some information derived from the image 
itself. In this way, since the noise acts differently each time 
it is used, it will leave no discernible pattern in the image. It 
is also possible to add this noise in order to encode a binary 
message in the image using a frequency-hopping scheme.
Another method for adding a watermark uses some statistical 
properties of natural images (those without any signals added) 
in order to induce semantically meaningful patterns into them 
that act as watermarks.

II. PRoPoSED METHoLoDGY
Biometric images have been used as the host image in the 
suggested work. The suggested technique is divided into 
two phases: Procedures [A] for embedding and [B] for 
extracting data The biometric image is transformed using 
discrete cosines, and then the high recurrence region of the 
image is extracted. The primary justification for using the 
high recurrence component of the discrete cosine transform is 
that it more accurately represents the analogous signal in the 
discrete domain, which is where the majority of the biometric 
picture can be found. The embedding and extraction process 
is described in the following steps:

A. Embedding Procedure
After applying the DCT to the host image in the watermark 
implanting approach, highlights from the biometric images 
have been eliminated. In the suggested work, the biometric 
image is first subjected to Discrete Cosine Transform, after 
which the high recurrence portion is divided into blocks of 
s s size. The watermark is then added to the host image by 
altering each block’s focal pixel value and comparing it to 
the watermark image’s pixel value. The system for implanting 
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a watermark step-by-step is as follows: Take the biometric 
palm image B and use DCT to extract the high frequency 
component.
 

The changed focal pixel of the watermarked picture is put 
away in a framework which is called as key and will be 
utilized for the recovery of the cover picture in the extraction 
cycle. Key size will rely upon the non-covering number of 
blocks and watermark size.

Figure 1 shows the stream outline of watermark installing 
technique according to proposed calculation.

Fig.1 : Flowchart for Watermark Embedding

A. Extraction Procedure
The embedded watermark is taken from the watermarked 
image during the watermark extraction procedure. This 
approach is blind because the original cover picture and 
watermark are not necessary for watermark extraction at the 
receiving end. The following is a description of the stepwise 
watermark extraction process:

Below Figure 2 shows the picture representation of watermark 
extraction procedure

Fig.2: Flowchart for Watermark Extraction

EXPERIMENTAL RESULT
in this In this segment, the trial results of the proposedcalculation 
are introduced. A few biometric palm pictures has been 
utilized in the trial and error. After some pre-handling on the 
dataset, palm pictures in jpg design changed over into BMP 
design. The presentation of the proposed calculation has been 
checked through Peak Signal to Noise Ratio and Normalized 
Correlation. The exploratory upsides of the accompanying 
variables are made sense of beneath: Peak signal to noise ratio 
(PSNR)

The quantitative evaluation of error between the original 
image and the modified image may be estimated using [1] by 
treating the original image and the modified image as signal 
and noise, respectively.

10                         [1]

From [2] MSE (mean square method) can be calculated:
                      

           [2]    

Where f is the original image matrix and g is the updated 
image matrix, I and j are the indices of the row and column, 
respectively, and m and n are the number of rows and columns, 
respectively.

Two photos are identical if the MSE between them is 0. Higher 
PSNR values indicate that the modified image is closer to the 
original than lower PSNR values do.
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 Table 1 PSNR of randomly selected 15 biometric images

The computed value of PSNR is shown in table I

Fig. 3: Graphical Representation of PSNR values

The PSNR of 15 randomly chosen sample images used in 
experiments is represented graphically in Figure 3 and ranges 
from 50 to 59. It is obvious that this result is high when 
compared to the previous work.Normalized Correlation

NC determines the degree of similarity between an embedded 
and an extracted watermark. Let’s assume that p is the 
watermark’s size and that m and m’ stand for the original 
and embedded watermarks, respectively. The NC can then be 
determined using [3]:

                       [3]

When NC equals 1, it denotes that the extracted and embedded 
watermarks are mutually exclusive, but when it equals 0, it 
denotes that the hidden and retrieved watermarks are identical.
Table II  performance of Normalized Correlation 

Table II displays the NC and BER values that were calculated. 
Since the host image is not under attack, it is seen that the value 
of NC is 1. This demonstrates the algorithm’s losslessness 
since the extracted and implanted watermarks are identical.
different attacks on the proposed Algorithm

From the outcomes in desk III, it is able to be visible that 
during case of no assault the correlation price is 1 and greater 
than 0.86 whilst numerous assaults inclusive of Contrast 
Enhancement, Gaussian Noise, Histogram Equalization, and 
salt and pepper noise applied. It may be located that proposed 
technique is powerful in opposition to those assaults.
comparison with the Existing Techniques:
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Table IV: State of art table 

Table IV demonstrates that the suggested strategy led to 
superior results in terms of NC and PSNR values..

IV. ConCLuSIon
The Proposed Approach Is Totally Reversible Watermarking 
Plan Without Any Deficiency Of Data And Takes Care Of 
The Issue Of Biometric Verification And Honesty Control. 
The Proposed Strategy Uses The Discrete Cosine Change 
(Dct) For Minimized Highlights Extraction And In View 
Of The Component Extricated From The First Picture 
And Watermark, A Key Is Created. It Gives A Protected 
Computerized Watermarking Plan For Biometric Palm 
Pictures Which Is Hearty Towards The Mistakes/Twists In 
The Pictures Emerging Because Of The Blemishes During 
The Capacity, Handling In Huge Data Sets And Transmission 
In Wrong Correspondence Organizations. The Registered 
Worth of Nc is 1 and the Worth of Psnr is over 50, which 
clearly shows that the proposed calculation is lossless in 
nature because the extricated watermark is the exact same as 
the implanted watermark, according to the trial and error.
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